Windows 10 wifi configuration at MAX IV

Windows does not detect the correct settings for our Enterprise-level network.

DUO-users can only connect to maxiv_user

Staff and consultants can only connect to maxiv_staff

Configure the network:

Right-click Windows Start-button and Search for "control panel"
Click Network and Sharing Center

EE All Control Panel ltems

=y TN » Control Panel » All Control Panel ltems v | O

File Edit View Tools

Adjust your computer’s settings

fg Administrative Tools
O Color Management
:-l_-; Device Manager

& File Explorer Options
d., Indexing Opticns

| Java (32-bit)

B Mail

E Power Options

& Region

@ Speech Recognition
L‘:.q- Taskbar and Mavigation
@ Windows Mobility Center

[5g AutoPlay

[@ Credential Manager

Fa Devices and Printers

£ File History

@ Intel® Graphics Settings
@ Mouse

[} Programs and Features
™3 Remotefpp and Desktop Connections
& Storage Spaces

[# Troubleshooting

% Windows To Go

Search Control Panel

Q&! Backup and Restore (Windows 7)
Date and Time

B3] polby Audio

Flash Player {32-bit)

B Intel® PROSet/Wireless Toals

@ Lepguo-Keuho

5E Network and Sharing Center

ard Manager

& Realtek HD Audio Manager

| o Security and Maintenance

@ Sync Center
82, User Accounts

B Work Folders

View by:  Small icons *

% BitLocker Drive Encryption
@ Default Programs

@' Ease of Access Center

A Fonts

f}} Internet Options

Lenove - Microphone Mute
[ Phone and Modem

& Recovery

i Sound

EA system

ﬂ Windows Defender Firewall



Click Set up a new connection or network

vork and Sharing Center

= v 4+ EE <« AllContr.. > MNetwork and Sharing Center v | B 2 Search Control Panel

File Edit WView Tools

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing maxlab.lu.se Access type: Internet
settings Domain network Connections: ;':'r' Ethernet

Media streaming options

Change your networking setiings

& Setupanew connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

E] Troubleshoot problems

Diagnese and repair network problems, or get troubleshooting infermation.

Click Manually connect to a wireless network, click Next

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

%. Set up a new network
e Setup a new router or access point,

Manually connect to a wireless network

Connect to a hidden network or create a new wireless

l' Connect to a workplace
' Set up a dial-up or VPN connection to your workplace.

Mext Cancel




Network name: maxiv_user or maxiv_staff
Security type: WPA-Enterprise

Tick Start automatically and Connect even if not broadcasting
Click Next

(If the network already exists goto the end of this document)

Enter information for the wireless network you want to add

Metwork name: q ]
Encryption type: AES
Security Key: Hide character

art this connection automatically

gpnnect even if the network is not broadcasting
arning: if you select this option, your computer's privacy might be at nisk.

Ganca

Click Change connection settings,

E" Manually connect to a wireless network

Successfully added maxiv_temp

— Change connection settings

Open the connection properties so that | can change the settings.




Click the Security tab

maxiv_temp Wireless Metwork Properties

Connection Security

Security type: WPAZ2-Enterprize

Encryplion type: AES

Choose a network authentication method:

EMicrusoﬁ: Protected EAP {PEAF;}

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel

T




Under settings (on the Security tab)
Untick verify certificate
under Configure
Untick use Windows logon
click OK
click OK

Proterted FAD Dronertiec
Frotected EAF Froperties

‘When connecting:
@riﬁ-I the server's identity by validating the certificate

Connect to these servers {examples:ervi;srv2;. ), srv3Y.com):

Trusted Rook Certification Sutharities:

AAA Certificate Services A
[] Baltimore CyberTrust Root
[ certum CA
[] certum Trusted Network CA
[] class 3 Public Primary Certification Authority
D COMODO RSA Certification Authority
[] pigicert Assured ID Root CA W
<

Motifications before connecting:

APv2 Properties

Tell user if the server name or root certificate isn't spedfied

When connecting:

Select Authentication Method:

ISe ed password (EAP-MSCHAP omatically use my Windows logon name and
i = ¥el @Assword {and domain if any).

Enable Fast Reconnect

[]Disconnect if server does not present cryptobinding TLY 3

[JEnable Identity Privacy Cancel




Under Advanced settings (on the Security tab)
Tick specify authentication mode
In drop-down list select User authentication
Under Save credentials
enter MaxIV username and password

i .
Advanced settings et

802 1x settings 802,11 settings

fedfy authentication mode:

< User authentication > ~| ¥ Save credlenh'als '

Delete credentials for all users

[CJEnable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon
Maxirur delay (seconds): 10 =]
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

CK Cancel

click OK
Click OK
Click OK
Click Close

You should now be able to connect.

Windows Security

Save credentials

Saving your credentials allows your computer to connect to the
network when you're not logged on (for example, to download
updates).

LIser name ‘

‘ Password ‘

OK Cancel

Reconfigure the network

To delete the network and start again you must "forget" it:

- Right-click Windows start button
- Click Network connections

- Click Wi-Fi

- Click Manage known networks

- Click network name (maxiv_staff or maxiv_guest)

- Click Forget
- Close the window

[Anders Holmstrém, IT support September 2020]




